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[ ’http '] Expression... +
Source Destination Protocol Length Info
607 172.17.101.64 220.181.38.156 HTTP 828 GET /su?p=3&wd=2&ie=UTF-8&cb= HTTP/1.1
615 220.181.38.156 172.17.101.64 HTTP 60 HTTP/1.1 200 OK (text/javascript)
622 172.17.101.64 220.181.38.156 HTTP 829 GET /su?p=3&wd=23&ie=UTF-8&cb= HTTP/1.1
633 220.181.38.156 172.17.101.64 HTTP 60 HTTP/1.1 200 OK (text/javascript)

Frame 607: 828 bytes on wire (6624 bits), 828 bytes captured (6624 bits) on interface 0

Internet Protocol Version 4, Src: 172.17.101.64, Dst: 220.181.38.156

>
» Ethernet II, Src: Apple_37:39:69 (38:f9:d3:37:39:69), Dst: HuaweiTe_a6:d4:b6 (c8:8d:83:a6:d4:b6)
S
>

Transmission Control Protocol, Src Port: 51576, Dst Port: 80, Seq: 1, Ack: 1, Len: 774

v Hypertext Transfer Protocol
» GET /su?p=3&wd=2&ie=UTF-8&cb= HTTP/1.1\r\n
Host: suggestion.baidu.com\r\n
Connection: keep—-alive\r\n
Accept: application/json, text/plain, x/*\r\n

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_1) AppleWebKit/537.36 (KHTML, like Gecko) ..

Accept-Encoding: gzip, deflate\r\n
Accept-Language: zh-CN, zh;q=0.9\r\n

» [truncated]Cookie: BAIDUID=CA195640FBE49FD94C428E745ED3A86D:FG=1; BIDUPSID=CA195640FBE49FD94C428E7..

\r\n

[Full request URI: http://suggestion.baidu.com/su?p=3&wd=2&ie=UTF-8&cb=]

[HTTP request 1/4]
[Response in frame: 615]
[Next request in frame: 622]

0030
0040
0050

10 00 75 f5 00 00 47 45 54 20 2f 73 75 3f 70 3d
33 26 77 64 3d 32 26 69 65 3d 55 54 46 2d 38 26
63 62 3d 20 48 54 54 50 2f 31 2e 31 0d 0a 48 6f

~-u---GE T /su?p=
3&wd=2&1 e=UTF-8&
cb= HTTP /1.1--Ho

O

Hypertext Transfer Protocol (http), 774 bytes

© Packets: 5185 - Displayed: 16 (0.3%) ©  Profile: Default

=
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No. Source Destination Protocol Length | Info
607 172.17.101.64 220.181.38.156 HTTP 828 GET /su?p=3&wd=2&ie=UTF-8&cb= HTTP/1.1
615 220.181.38.156 172.17.101.64 HTTP 60 HTTP/1.1 200 OK (text/javascript)
622 172.17.101.64 220.181.38.156 HTTP 829 GET /su?p=3&wd=23&ie=UTF-8&cb= HTTP/1.1

Frame 615: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface @
Ethernet II, Src: HuaweiTe_a6:d4:b6 (c8:8d:83:a6:d4:b6), Dst: Apple_37:39:69 (38:19:d3:37:39:69)
Internet Protocol Version 4, Src: 220.181.38.156, Dst: 172.17.101.64
Transmission Control Protocol, Src Port: 80, Dst Port: 51576, Seq: 490, Ack: 775, Len: 5
[3 Reassembled TCP Segments (494 bytes): #613(185), #614(304), #615(5)]
Hypertext Transfer Protocol
» HTTP/1.1 200 OK\r\n

Content-Type: text/javascript; charset=UTF-8\r\n

Date: Thu, 14 Nov 2019 01:33:53 GMT\r\n

Server: Apache\r\n

Tracecode: 20331571752422859018111409\r\n

Transfer-Encoding: chunked\r\n

\r\n

[HTTP response 1/4]

[Time since request: 0.089781000 seconds]

[Request in frame: 607]

[Next request in frame: 622]

[Next response in frame: 633]

[Request URI: http://suggestion.baidu.com/su?p=3&wd=2333&ie=UTF-8&cb=]
» HTTP chunked response

File Data: 297 bytes
v Line-based text data: text/javascript (1 lines)

[truncated] ({q:"2",p:false,s: ["246+\345\244\251\345\244\251\345\245\275\345\275\251944\345\205\215\3!

4 vV vVVvVYVYyyYy

0000 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.1 200 OK:
0010 ©0a 43 6f 6e 74 65 6e 74 2d 54 79 70 65 3a 20 74 -Content -Type: t

Frame (60 bytes) Reassembled TCP (494 bytes) De-chunked entity body (297 bytes)

O Zz Hypertext Transfer Protocol (http), 185 bytes Packets: 74690 - Displayed: 344 (0.5%) Profile: Default
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Request:

Accept-Encoding: gzip\r\n

Response:

Content-Encoding: gzip\r\n
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Response:

Transfer-Encoding: chunked

TIRKE { length CRLF

D IRE YR { chunked data CRLF
SIRKE { length CRLF

SDIEIE { chunked data CRLF
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[ ‘ http = '] Expression... +
No. Source Destination Protocol Length | Info

U4/ L1L/&« 1/« 1UL.04 £LLYUs 1O0La 00 100 nirir 00U ULl /DU pP—OoQWU—ZLOoO0QLT—UITI~OoQLU— 1111/ L. 1
: 655 220.181.38.156 172.17.101.64 HTTP 60 HTTP/1.1 200 OK (text/javascript)

AW AW A

[HTTP response 3/4]

[Time since request: 0.081097000 seconds]

[Prev_request in frame: 622]

[Prev _response in frame: 633]

[Request in frame: 647]

[Next request in frame: 661]

[Next response in frame: 667]

v Data chunk (233 octets)
Chunk size: 233 octets

v Data

Data:

(233 bytes)

[Length: 233]
Chunk boundary: 0do@a
v End of chunked encoding
Chunk size: @ octets

\r\n

File Data:

233 bytes

v Line-based text data: text/javascript (1 lines)
[truncated] ({q:"233",p:false,s: ["233\345\260\217\346\270\270\346\210\217\344\270\213\350\275\275","2!

, R t URI: http: estion.baidu.com/su?p=3&wd=2333&ie=UTF-8&cb=]
v HTTP chunked response

287b713a22323333222¢703a66616c73652c733a5b223233..

0140 e5 ae 98 e7 bd 91 22 2c
0150 98 af e4 bb 80 e4 b9 88
0160 8a 22 2c 22 32 33 33 e5
0170 e4 b8 8b e8 bd bd e8 b5
0180 33 33 33 22 2c 22 32 33

22 32 33 33 33 33 33 eb
e6 84 8f e6 80 9d e5 95
bo 8f e6 b8 b8 e6 88 8f
O9a €9 92 bl 22 2c 22 32
33 e5 b0 8f e6 b8 b8 eb

...... " , 233333

................

Frame (60 bytes)

Reassembled TCP (429 bytes)

De-chunked entity body (233 bytes)

0 3 Chunk size (http.chunk_size), 3 bytes

©  Packets: 270063 - Displayed: 1348 (0.5%)

©  Profile: Default
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Request:

Range: bytes=0-31

Response:

Accept-Ranges: bytes
Content-Ranges: bytes 0-31/96
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Request:

Range: bytes=0-31, 20-30

Response:

Accept-Ranges: bytes
--00000000001

Content-Type: text/plain
Content-Ranges: bytes 0-31/96
--00000000001

Content-Type: text/plain
Content-Ranges: bytes 0-31/96

ext json d

CRLF

ff‘% < - boundary
{ type/subtype CRLF
bytes x—y/length | CRLF
17 { CRLF
TE { multipart data CRLF
,ff"—_r Jl — boundary CRLF |
{ type/subtype CRLF
‘ bytes x-y/length | CRLF
;— ,fk:
1T - | CRLF
'}E J{ multipart data CRLF
;E { - boundary —— | CRLF

)
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HTTP Cookie 1l

GET / HTTP/1.1
Host: www. chrono. com

/ //////\\\\
y HTTP/1. 1 200 OK S
< > [ Set—Cookie: a=xxx N
" Set—Cookie: b=yyy 0
- o \
Cookies % = j N w
[,,f-/}
Sl 1A B Hi
0 GET / HTTP/I. 1 i 55 s

Host: www. chrono. com
Cookie: a=xxx:;b=yyy




Cookie &

e
1. Hap[EHA
1. Expires #3307(8]
2. Max-Age 183J0%[8] (BAIAF)
2. 1EFE
1. Path
2. Domain
3. &M

1. HttpOnly (XSS)

2. SameSite=Strict (XSRF)
3. Secure (HTTPS)



[x ﬂ Elements Console Sources Network Performance Memory Application Security Audits

© Q Preserve log Disable cache  Online v 2 S 4

N

Hide data URLs 2l XHR JS CSS Img Media Font Doc WS Manifest Other

Name Headers Preview Response Cookies Timing
vate: Inu, 14 NOV ZYlY VU/:006:9Y/7 ulMl

M juejin.im .
Server: nginx
) Set-Cookie: ab={}; path=/; expires=Fri, 13 Nov 2020 07:58:07 GMT; secure; httponly
Bl icon.a87e5ae.svg
Set-Cookie: auth=eyJOb2t1biI6ImV5SmhZMk5sYzNOZmRHOXJaVzRpT21KeFVFOU9VWGxxV1V0eGRHULhVM2xZSW13aWNtVmljbVZ6YUYSMGIydGxiaUk2SWxGT
ionicons.min.css wZVhCbElgb21iV0ZqSW13aVpYaHdhWEpsWDJsdU1lgb3 10VGt5TURBA2ZRPTA1iLCIjbG1l1lbnRIZCIGMTU3MZzcx0ODI4NZzQzNiwidXN1cklkIjoiNTgxNzAQY2ZkMjA
. . u, 21 Nov 2019 07:58:07 GMT; secure; httponly
iconfont.css Set-Cookie: auth.sig=7GQVCCr66uulecngEdNKav80oSCM; path=/; expires=Thu, 21 Nov 2019 07:58:07 GMT; secure; httponly
. Set-Cookie: QINGCLOUDELB=cfbefc7e557c04ac9b28122c52f13076ab7e48fb3972913efd95d72fe838c4fb|Xc@IT|Xc@IL; path=/; HttpOnly
Strict-Transport-Security: max—-age=31536000

. 0.e3d5abc7536595b3152..

Transfer-Encoding: chunked

. runtime.17cb348ef7939a8.. Vary: Accept-Encoding
X-Frame-Options: SAMEORIGIN

[ ﬂ Elements Console Sources Network Performance Memory Application Security Audits
(M) Q Preserve log Disable cache  Online v 2 . 4

Hide data URLs (2l XHR JS CSS Img Media Font Doc WS Manifest Other

Name Headers Preview Response Cookies Timing

DA Name Value Domain Expires /... | Size HttpOnly Secure SameSite
e Request Cookies 922
Hm_lpvt_93bbd335a208870aa1f296bcd6842e5e | 1573723649 N/A N/A 53
Hm_Ivt_93bbd335a208870aa1f296bcd6842e5e | 1573547365,1573550477,1573647757,1573647761 N/A N/A 85
QINGCLOUDELB 7¢5122b6c6517¢c59163563fe189d391bab7e48fb3972913efd95d72f... | N/A N/A 89
_ga GA1.2.934330644.1552783807 N/A N/A 32
_gat 1 N/A N/A 8
_gid GA1.2.1816484886.1573647757 N/A N/A 34
ab 8 N/A N/A 7
auth eyJ0b2tlbil6lmV5SmhZMk5sYzZNOZmRHOXJaVzRpT2IKQIpFMDJib... | N/A N/A
auth.sig _jZhOwu45uLWDr19nu0tPKDKIhA N/A N/A 38
gr_cs1_81ff0cdf-1923-41bf-8db2-a1b657b570ba | objectld%3A581704cfd203090055¢c9a67d N/A N/A 81
. data:application/x-... gr_session_id_89669d96c88aefbc 81ff0cdf-1923-41bf-8db2-a1b657b570ba N/A N/A 69
gr_session_id_89669d96c88aefbc_81ffOcdf-19... | true N/A N/A 74
gr_user_id f433e280-b5a9-4c56-846¢-7bf15cb33c52 N/A N/A 49
Response Cookies 539
. getNewUserDiscountTicke. 5 0 2020-11-1... 71
auth eyJ0b2tlbil6lmV5SmhZMk5sYzZNOZmRHOXJaVzRpT2IKQIpFMDJib... 2019-11-2...
Il getUserNotificationNum?u. auth.sig _jZh9wu45uLWDr19nuOtPKDKIhA 2019-11-2...
65 requests  71.9 KB transferred

. runtime.17cb348ef7939a8.
. 0.e300803cc9b9b508cha3.
. 1.b6dc04624db72f918694. |

. ionicons.ttf?v=2.0.0

. 7.0d5e7838440bec42e8d..




HTTP & 17 i=

GET / HTTP/1.1

Host: www. chrono. com

/
HTTP/1. 1 200 OK

Cache—Control: max—age=30

... (entity data)

\_
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71 requests

Console

Preserve log

timeline

icon.a87eb5ae.svg

ionicons.min.css

iconfont.css

0.e3d5abc7536595b3152..

runtime.17cb348ef7939a8.

0.e300803cc9b9b508cbal.

1.b6dc046a4db72f918694. |

7.0d5e7838440bec42e8d..

ionicons.ttf?v=2.0.0

data:application/x-...

getNewUserDiscountTicke.

getUserNotificationNum?u.

getUnreadSystemNotificat.

data:image/svg+xml;...

hm_ is?93bhd335a208870a.
125 KB transferred

Hide data URLs [A\l

DevTools - juejin.im/timeline

Sources Network Performance Memory Application Security Audits

Disable cache  Online + 3

XHR JS CSS Img Media Font Doc WS Manifest Other

Headers Preview Response Cookies Timing

Referrer Policy: no-referrer-when-downgrade

v Response Headers

Access-Control-Max-Age: 86400

Cache-control: private

Connection: close

Content-Encoding: gzip

Content-Security-Policy: default-src x blob: data:;script-src 'self' 'unsafe-eval' *.xitu.io *.juejin.im *.baidu.com *.google-analytics.com x.meiqia.com *.meiqiauserconte
nt.com dn-growing.qgbox.me *.growingio.com *.guard.qcloud.com *.gtimg.com *.play.itdks.com g.alicdn.com;style-src 'self' 'unsafe-inline' *.xitu.io *.juejin.im s*.growi
ngio.com *.guard.qgcloud.com *.gtimg.com *.play.itdks.com g.alicdn.com;

Content-Type: text/html; charset=utf-8

Date: Fri, 22 Nov 2019 07:49:28 GMT

Server: nginx

Set-Cookie: ab={}; path=/; expires=Sat, 21 Nov 2020 07:49:28 GMT; secure; httponly

Set-Cookie: auth=eyJ@b2t1biI6ImV5SmhZMk5sYzNOZmRHOXJaVzRpT21IM1QxWnZVbTVsUmx0aFYySTVWSESNSW13aWNtVm1jbVZ6YUYSMGIydGxiaUk2SWxWcUSWR1BaMjkzZGtKNEQHCEZabF LpTENKMGIydGxibDk
wZVhCbElgb21iV@ZqSW13aVpYaHdhWEpsWDJsdU1lgb310VGt5TURBA2ZRPTAiLCIjbG11bnRIZCIGMTUSNDQWODKwOTUYMCwidXN1ckLkIjoiNTgxNzA@Y2ZkMjAzMDkwMDU1YzlhNjdkIn®@=; path=/; expires=Fr
i, 29 Nov 2019 07:49:28 GMT; secure; httponly

Set-Cookie: auth.sig=RIzkL1_uOlAWuaY2Pbx@Ffgdp5I; path=/; expires=Fri, 29 Nov 2019 07:49:28 GMT; secure; httponly

Set-Cookie: QINGCLOUDELB=0b1f7c3cf8ed56a5d8245b286e719983a4db71eff5b47ab5974a1647066247c5 |XdeTC|XdeTC; path=/; HttpOnly

Strict-Transport-Security: max—-age=31536000

Transfer-Encoding: chunked

Vary: Accept-Encoding

X-Frame-Options: SAMEORIGIN

Request Headers
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3
Accept-Encoding: gzip, deflate, br
Accept-Language: zh-CN, zh;q=0.9
Cache-Control: max-age=0
Connection: keep-alive
Cookie: ab={}; gr_user_id=f433e280-b5a9-4c56-846c-7bf15cb33¢c52; _ga=GA1.2.934330644.1552783807; Hm_lvt_93bbd335a208870aalf296bcd6842e5e=1573647761,1574045815,157424302
8,1574243122; gr_session_id_89669d96c88aefbc=c565beee-ab3e-41ca-adca-61a40bf9124d; gr_csl_c565beee-ab3e-41ca-adca-61a40bf9124d=0bjectId%3A581704cfd203090055c%9a67d; _g
id=GA1.2.306648674.1574408819: ar session id 89669d96c88aefbc c565beee—ab3e-41ca-adca-61a40bf9124d=true: h=ev]0b2t1biT6ImV5SmhZMk5sYZzNOZmRHOX1aVZzRoT2 LIM1OXWn


https://developers.google.com/web/fundamentals/performance/optimizing-content-efficiency/http-caching?hl=zh-CN#cache-control
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Figure 10-6. Page load time vs. bandwidth and latency


https://hpbn.co/primer-on-web-performance/#latency-as-a-performance-bottleneck
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https://http2.akamai.com/demo
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h2: EF TLS X178 HTTP/2
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h2 and h2c
Protocol Negotiation

4 1 r N

Client Hello GET /index.html HTTPA .1
Connection: Upgrade, HTTP2-Settings

ALPN Extension Upgrade: h2c
(HTTPA, h2) HTTP2-Settings: 438997893ab379

.\ k J

F ) F s B,

Server Hello HTTP/1.1 101 Switching Protocols
Connection: Upgrade

Upgrade: h2c

ALPN Extension
\_ (Selected: h2) _J CHTTPIZ Frames...> i

/ /

\4 \4 \ 4 v
HTTP Upgrade (for http://)

ALPN (for https://)



h2C

curl http://nghttp2.org --http2 -v

[ N fi omooo — -bash — 80x24

[OmooodeMacBook-Pro:~ omooo$ curl http://nghttp2.org --http2 -v
Rebuilt URL to: http://nghttp2.org/
Trying 127.0.0.1...
TCP_NODELAY set
Connected to 127.90.0.1 (127.0.0.1) port 8888 (#0)
GET http://nghttp2.0org/ HTTP/1.1
Host: nghttp2.o0rg
User-Agent: curl/7.54.0
Accept: *x/*
Proxy-Connection: Keep-Alive
Connection: Upgrade, HTTP2-Settings
Upgrade: h2c
HTTP2-Settings: AAMAAABKAARAAAAAAAIAAAAA

HTTP/1.1 101 Switching Protocols

Connection: Upgrade

Upgrade: h2c

Received 101

Using HTTP2, server supports multi-use

Connection state changed (HTTP/2 confirmed)

Copying HTTP/2 data in stream buffer to connection buffer after upgrade: len=2
769

% Connection state changed (MAX_CONCURRENT_STREAMS updated)!

< HTTP/2 200

E 3
E 3
*
E 3
>
>
>
>
>
>
>
>
>
<
<
<
E 3
*
E 3

*



http://nghttp2.org

Magic

Wi-Fi: en0
AN J e X QEeEsEF I S E Q Q QE
[i‘htth '] Expression... +
No. Source Destination Protocol Length | Info
155.. 58.211.137.91 172.17.101.64 HTTP2 1393 HEADERS[23]: 200 OK
155.. 58.211.137.91 172.17.101.64 HTTP2 390 DATA[23]
155.. 58.211.137.91 172.17.101.64 HTTP2 86 DATA[23]
155.. 58.211.137.91 172.17.101.64 HTTP2 85 DATA[23] (text/html)
. Magic, SETTINGS[@], WINDOW_UPDATE[0Q]
155.. 172.17.101.64 58.211.137.91 HTTP2 335 HEADERS[1]: GET /apps?page=1
155.. 58.211.137.91 172.17.101.64 HTTP2 575 SETTINGS[@], WINDOW_UPDATE([@], SETTINGSI[@
155.. 172.17.101.64 58.211.137.91 HTTP2 85 SETTINGS[Q]
155.. 172.17.101.64 58.211.137.91 HTTP2 89 RST_STREAM[1]
155.. 58.211.137.91 172.17.101.64 HTTP2 685 HEADERS[1]: 401 Unauthorized, DATA[1]
155.. 58.211.137.91 172.17.101.64 HTTP2 85 DATA[1] (application/json)
155.. 172.17.101.64 58.211.137.91 HTTP2 653 HEADERS[25]: GET /favicon.ico
155.. 58.211.137.91 172.17.101.64 HTTP2 882 HEADERS[25]: 401 Unauthorized, DATA[25]
155.. 58.211.137.91 172.17.101.64 HTTP2 85 DATA[25]

» lransmission Lontrol Protocol, Src Port: 49299, DSt POrt: 443, Seq: 582, ACK: 1984, Len: 8o
» Transport Layer Security
v HyperText Transfer Protocol 2
v Stream: Magic
Magic: PRI * HTTP/2.0\r\n\r\nSM\r\n\r\n
v Stream: SETTINGS, Stream ID: @, Length 18
Length: 18
Type: SETTINGS (4)
» Flags: 0x00
Duus cuuws suss ssss sxss sxss s saas = Reserved: 0x0
.000 0000 0000 0000 0000 0000 0000 0000 = Stream Identifier: ©
» Settings - Header table size : 65536
» Settings - Max concurrent streams : 1000
» Settings — Initial Windows size : 6291456
v Stream: WINDOW_UPDATE, Stream ID: @, Length 4

\ Frame (140 bytes) | Decrypted TLS (64 bytes) ‘




1. Stream 5;7;“[, Connection

Stream 1

2. Message JHE

3. Frame 10

frame ETOETT

\ frame | frame | frame

Stream 2

Stream N




Stream. Message. Frame Z[EfYX &

Connection
Stream 1
Request message
HEADERS frame (stream 1)
:method: GET
:path: /index.html
:version: HTTP/2.0 >
:scheme: https
user-agent: Chrome/26.0.1410.65
Response message
HEADERS frame (stream 1) DATA frame (stream 1)
status: 200
:version: HTTP/2.0
<= server: nginx/1.0.11 ... response payload... Jre—
vary: Accept-Encoding
Stream N .
711>
-t




N7/

HBERY2ERK: HEADER k] DATA M

Application (HTTP 2.0)

HTTP 1.1

Binary Framing

Session (TLS) (optional)

Transport (TCP)

POST /upload HTTP/1.1

Host: www.example.org
Content-Type: application/json
Content-Length: 15

{'msg”:"hello”}

Network (IP)

HTTP 2.0

HEADERS frame

DATA frame




ERITTOR, BURETEE

HTTP 2.0 connection

- | | stream 1 stream 3 stream 3 stream 1
DATA HEADERS DATA DATA

# ............................................................... stream 5
DATA

Client Server




Stream i
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Frame N

0

16

lllllllllllllllllllllll

Length

Flags

R Stream Identifier

Stream |dentifier

Frame Payload...

Frame Payload...




it

=L
DATA

HEADERS

PRIORITY

RST_STREAM
SETTINGS

PUST_PROMISE

PING
GOWAY

WINDOWS_UPDATE

CONTINUATION

ID
Ox0

Ox1

Ox2

Ox3
Ox4

Ox5

Ox6
Ox7

Ox8

0x9

111
PN AN RS

B HTTP BERF0 AT &RV
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it

‘@0 @

Wi-Fi: en0
Am 3 © X[ Qe=ms=Egs S = QA Q Q HE
[i‘htth '] Expression... +
No. Source Destination Protocol Length Info
1194 172.17.101.201 54,222.230.156 HTTP2 159 Magic, SETTINGS[@], WINDOW_UPDATE[Q]
1195 172.17.101.201 54,222.230.156 HTTP2 385 HEADERS[1]: GET /products/89669d96c88aefb
1208 203.208.41.46 172.17.101.201 HTTP2 395 HEADERS[3]: 302 Found
o 1209 203.208.41.46 172.17.101.201 HTTP2 513 DATA[3]
DATA[3] (text/html)
1211 203.208.41.46 172.17.101.201 HTTP2 105 PING[0]
1216 172.17.101.201 203.208.41.46 HTTP2 105 PING[0Q]
1281 54.222.230.156 172.17.101.201 HTTP2 135 SETTINGS[@], WINDOW_UPDATE[Q]
1282 54.222.230.156 172.17.101.201 HTTP2 104 SETTINGS[0]
1283 54.222.230.156 172.17.101.201 HTTP2 253 HEADERS[1]: 200 0K, DATA[1]
1284 54.222.230.156 172.17.101.201 HTTP2 104 DATA[1] (application/json)
1292 172.17.101.201 54,222.230.156 HTTP2 104 SETTINGS[O]
1457 172.17.101.201 101.89.125.227 HTTP2 147 Magic, SETTINGS[@], WINDOW_UPDATE[Q]
1458 172.17.101.201 101.89.125.227 HTTP2 520 HEADERSI[31: GET /2018/10/23/166a0387b91066b
Length: ©

Type: DATA (0)
» Flags: 0x01
0

[Pad Length: 0]

» [1 Body fragment (416 bytes): #1209(416)]

eas mess wEms sess sEEs sEas wmows = Reserved: 0x0
.000 0000 0000 0000 0000 0000 0000 0011 = Stream Identifier: 3

Data: 3c48544d4c3e3c484541443e3¢c6d65746120687474702d65..

v Line-based text data: text/html (6 lines)

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">\n

<TITLE>302 Moved</TITLE></HEAD><BODY>\n
<H1>302 Moved</H1>\n

The document has moved\n
[truncated]<A HREF="https://stats.g.doubleclick.net/r/collect?v=1&amp;aip=1&amp;t=dc&amp;_r=3&amp;tic

</BODY></HTML>\r\n

‘ Frame (97 bytes)

Decrypted TLS (9 bytes)

Reassembled body (416 bytes)

® 7

wireshark_Wi-Fi_20191127105826_8noyCs.pcapng

© Packets: 286410 - Displayed: 791 (0.3%) ©  Profile: Default

i
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h2load https://www.sina.com.cn -n 1 |tail -6 |head -1

o0 fi omooo — -bash —103x17

[OmooodeMacBook-Pro:~ omooo$ h2load https://www.sina.com.cn -n 1 |tail -6 |head -1

traffic: 534.97KB (547811) total, 510B (510) headers (space savings 24.22%), 533.23KB (546028) data
[OmooodeMacBook-Pro:~ omooo$ h2load https://www.sina.com.cn -n 2 |tail -6 |head -1

traffic: 1.04MB (1095708) total, 1.12KB (1146) headers (space savings 24.90%), 1.04MB (1092056) data
[OmooodeMacBook-Pro:~ omooo$ h2load https://www.sina.com.cn -n 4 |[tail -6 |head -1

traffic: 2.09MB (2191101) total, 1.99KB (2035) headers (space savings 24.41%), 2.08MB (2184112) data
[OmooodeMacBook-Pro:~ omooo$ h2load https://www.sina.com.cn -n 8 |tail -6 |head -1

traffic: 4.18MB (4382171) total, 3.99KB (4088) headers (space savings 24.23%), 4.17MB (4368224) data

OmooodeMacBook-Pro:~ omooo$ [



https://http2.github.io/http2-spec/compression.html#static.table.definition

I

P
AN

HPACK LZ3E

Static table

Request headers ] -authority Encoded headers
:method GET 2 :method GET 2
:scheme https y 7
‘host | example.com » 51 referer 63
‘path /resource . 19 | Huffman(“/resource”)
user-agent | Mozilla/5.0 ... 62 | user-agent | Mozilla/5.0 ... 62
custom-hdr | some-value 63 ‘host | example.com Huffman(“custom-hdr”)
Huffman(“some-value”)

Dynamic table




Huffman 4548

o [RIE: HIMBIRBWANTSRABENREL, SMRE/NESRERIKRY

e A Huffman 4843


https://httpwg.org/specs/rfc7541.html#huffman.code

Al 55 23 H 1

o RETERRHEENTRER
o 454

o WIEAMETFELRZEMNIER, FIUEFIHIER html, ESPHEHX js XK
o IWMAHER

o WIXB RTINS —EK

o ERAARSIH PUSH_PROMISE i & %

o WM1E ID N1EENEY STREAM H &%




£ CSS &Rl

X

LIREY HTML f3,

o NiREIAR STV

X Ik O
IXIJJ'_IL

GET /index.html

—_————

<html>

<LINK REL="stylesheet"
type="text/css" href="/some.css">
</html>

GET /some.css

—_————

h2, h3{
border-bottom: 1px dashed #B9B9B9;

|}




e PUSH PROMISE /A=

e 71£ Stream1 HEXIEFim CSS RIREENIEZ!k
e 7£ Stream?2 Hk3% CSS HJE (Stream1 1 2 AJLAH &)

GET /index.html \

PUSH PROMISERE: GET /some.css \

<html|>
<LINK REL="stylesheet"
type="text/css" href="/some.css">

\ </html> /

h2, h3{
border-bottom: 1px dashed #B9B9B9:

}
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QUIC (Quick UDP Internet Connection)

HITP/1

HITPS

HTTP

HTTP

HITP/2

HTTP

HPack

Stream

SSL/TLS

TLS 1.2+

TCP

TCP

TCP




fi#IR T PASKFEZE

e =

UDP X : FeRiRBINIIBE

[QuIC|

lQuic

......




HTTP/3 &g T

RUFEFmER P, iIn0SfE, HAERMNUBIRIER

Public Flags (8 bits)

Connection ID (64 bits)

QUIC version (32 bit)
(Optional)

Diversification nonce (32 bytes)
( Optional )

Packet Number (8, 16, 32 or 48)
( Variable length )

oy

6 bytes
(max)



FiE: =
1. {Web H8ENEIEFE) 1.
2. {(HTTP/2 ERHZFE) 2.

3. (HTTP tXE+&RE)


https://time.geekbang.org/column/intro/189
https://time.geekbang.org/course/intro/175
https://developers.google.com/web/fundamentals/performance/http2?hl=zh-CN
https://hpbn.co/http2/
https://www.zhihu.com/question/302412059
https://zhuanlan.zhihu.com/p/32553477

