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SSL(Secure Sockets Layer)
TLS(Transport Layer Security)
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https://en.wikipedia.org/wiki/Padding_(cryptography)#PKCS%235_and_PKCS%237
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- ECB
- CBC
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https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation
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Key block cpher Key block cip_her Key block cipher
encryption encryption encryption
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Electronic Codebook (ECB) mode encryption
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Cipher Block Chaining (CBC) mode encryption
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RI6: MAC (Message Authentication Code)

MAC:
Message Authentication Code

|

SENDER RECEIVER
MESSAGE MESSAGE
MAC MESSAGE MAC
Key (K)— | aigorithm Key (K) = | Algorithm
N

»@«
v

If the same MAC is found: then
the message is authentic and
integrity checked

Else: something is not right.
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https://en.wikipedia.org/wiki/Authenticated_encryption
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Auth Data 1

Ciphertext 2

len(A) || len(C)

Auth Tag



https://en.wikipedia.org/wiki/Galois/Counter_Mode
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2.178 p fl g RIS n - Select two large prime numbers
34T n MIERRIEE v=(p-1)(q-1) . Compute
4. BEH 4R — B K /= (1) x (6-1)
« Select small odd integer !
- 1<k<v, HBkEVvER relatively prime to \

s U ged(k, v) =
518 kT v iR &RITE d « Compute d such that

" (d x K)%v = (k x d)%v =1
6. ~%H: (k,n) « Public key is (k, n)

7. %058 (d, n) « Private key is (d, n)

* example

* public key
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« private key
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RSA algorithm

« Select two large prime numbers

« Compute
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v =(p-1) x (g-1)
« Select small odd integer |
relatively prime to \

ged(k, v) =1
« Compute d such that

(d x K) %V = (k x d)%v =1
» Public key is (k, n)
« Private key is (d, n)
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E T openssl| J&iF RSA

1.4/ FA5H: openssl genrsa -out private.pem
2. MFTAEHEEIREN/2$H: openssl rsa -in private.pem -pubout -out public.pem
S.ERINZH: openssl rsautl -encrypt -in hello.txt -inkey public.pem -pubin -out hello.en

4. R ERI S openssl rsautl -decrypt -in hello.en -inkey private.pem -out hello.de


http://hello.de

AEXIPREE RS N FH



JEXIFREZRE N . BNFFE
QEEEAABIRE: R3S INEER
FERRBE— 2

° E:J:ﬂ\fﬁj]ﬂ?:, /\H
NEAEIE: Public Key Infrastructure (PKI) ~3BEAIZHE
- H Certificate Authority (CA) EFIEFINEEWERF NABMS AT

« NAFULTHER
~HAAFEER. 2.

RS R . B

- CAER.

- PKI BF
[a] CA JEM/AHEIRF

o 2{EASEMAHANAR



SErBHLER
P YN

-,
74
o

<
c

Iz

B
4R
EH2R:
Fi&:

......................................

2=
HERLIRES
=S

PR i ag

NGRS

[ ]
e -

nond st e AR {HEHD1E
(ERRZE B RIFATRINES

ﬁ@1 AHYENES

&iE: e
LR AEEIEEE
Ez: =
Bi%: FBFRimieas

PREB: 1997/07/01 - 2047/06 30



Signing

Hash

Certificate

_____ o

function

101100110101

Hash

Encrypt hash
using signer’s
private key

mO

ol

Q1111o11o111o

Signature
Attach
to data

Digitally signed data

Verification

/

/

/

Data

Digitally signed data

101100110101

Hash

LY

Q1111o11o111o

Signature

Decrypt
using signer's
public key

mO

?

101100110101
Hash

If the hashes are equal, the signature is valid.
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Owner's DN

Owner's public key

Get certificate

Issuer's (CA) DN
Issuer’s (CA) signature ¥
L Issuer’s (CA) DN
Voriy o Owner's public key
erify signature =
rtificat
Issuer’s (Root CA) DN i i
Issuer's (Root CA) signature
4 Root CA’s DN
— Root CA's public key
Verify signature

Root CA's signature
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Hello )
‘ > < Private key 1 >
Public key 1
Private key 2 <

Public key 2
Private key 2
Public key 1

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo f“ Private key 1
........................................................... Public key 2
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1.38F X (Handshaking Protocols)

1.3EF X (Handshaking Protocol)

2. ZE1X (Alert Protocol)

3. AEMY (Application Data Protocol)

4. 21X (Change Cipher Spec Protocol)
210 EMYX (Record Protocol)
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Done
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2 7 Session Ticket

|

: Session ticket

| (encrypted session key)
1

| gy

i Both CloudFiare and the visitor have an
| identical session key, and the encrypted
1 session can resume

CloudFlare

Session ticket :
(encrypted session key) "
|

CloudFlare decrypts the session
ticket using the ticket key
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Client device
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Hello .
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Public key 2

Public key 1

Private key 2
Public key 1
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........................................................... Public key 2
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https://time.geekbang.org/course/intro/175
https://blog.helong.info/blog/2015/09/06/tls-protocol-analysis-and-crypto-protocol-design/
https://wiki.openssl.org/index.php/TLS1.3

